Cyber Bullying Policy Proposal

Preface


A mother storms into parent teacher conference concerned. She explains to the sixth grade team that her daughter is being bullied. “Well, not really bullied… I don’t know what to call it,” she says in hesitation. The mother goes onto explain that her daughter spends some time chatting with friends using an instant message program, but only once she is done with dinner and homework. The computer is located in the living room; because of the central space, the mother never felt that she had to peek over her daughter’s shoulder to pay close supervision. There was a trust factor, until one night the daughter busted into tears, ran into her bedroom, and locked the door. 

It took hours for the daughter to her mother, but finally the confession poured forth in a burst of emotion. It appeared that she was instant messaging what appeared to be a new friend from school. Though the conversation, the daughter was prompted to reveal personal secrets about boys she liked and her friends. The next few messages hit her like a tidal wave; the so-called friend began to call her fat, ugly, and unpopular. Apparently, some mean girls created a new instant message account and impersonated this friend. As the daughter revealed private information online, the mean girls copy and pasted her conversation to a website, and emails were sent out to announce to other online 6th graders where to find a copy. News spread like wildfire, and this poor girl was left to pick up the pieces the next day in school. 

This was the first time that I heard about a case of cyber-bullying involving a sixth grade student. Later that year other reports began to pour through the guidance and administrative offices as more parents filed complaints about their children being bullied online. Schools such as my district are left facing the aftermath of online harassment that is labeled cyber bullying. Considering that these incidents occur after school hours and at home, it hardly seems the school’s responsibility to directly address the issue; however, the learning environment is often disrupted as students become isolated, physical fights ensue, or the victims experience emotional trauma such as depression or outrage. Schools can no longer sit on the sidelines as larger numbers of students become either the predator or victim of cyber bullying. In response, Districts are now rewriting their Internet policies, providing Internet safety assemblies, and disciplining students in cases of cyber bullying. 

A Brief History

In a speech often referred to as The Bridge to the 21st Century, Bill Clinton promised that “computers be much a part of the classroom as blackboards” (Clinton, 1996). Computers found their way into the classroom, as did Internet connections. My school district is outfitted every classroom, K – 8th, with six computers and high-speed connection. The Board of Education subscribed to the idea that today’s students need to be prepared for the world of tomorrow. 

Computers were viewed as a means and an end; as both a portal to a treasure trove of information and a way to familiarize them with ever-changing Internet technologies. This powerful tool also introduced new sets of problems: it was also possible for students to stumble across offensive material online. In 2001, Congress introduced the Children’s Internet Protection Act (CIPA), which requires schools and libraries to place internet filters to block out offending websites such as pornography and hate groups (American Library Association, 2006). Of course students could still access such information at home, but that was beyond the domain of the school’s responsibility. It became the parent’s responsibility to properly supervise their children’s use of the Internet.

In a few years time, the nature of the World Wide Web has changed. Students have moved beyond passive consumers of websites; thanks to recent advances in technology, they are also able to publish online. The Internet is now entering an era of the “Read Write Web” where creating a web page has never been easier. In his book Blogs, Wikis, and Podcasts Will Richardson notes:

Writing to the Web required knowledge of the HTML code that make Web pages work and of the protocols to get those pages up and running on the Internet… Today, however, that’s no longer the case… Creating content of all shapes and sizes is getting easier and easier. High-bandwidth Internet access and expanded computer memory and storage continue to grow, and developers are creating tools to publish text or photos or videos or whatever else easily to the Web (Richardson, 2006). 

Anyone can jump online and easily register and create a web page within minutes thanks to user-friendly What You See Is You Get (WYSIWYG) editors that resemble popular word processing programs. But like the Internet of a few years past, these new technologies also introduce a new host of problems. Consider the fact that most cell phones feature MP3 players, web browsing functions, text messaging, cameras, audio & video record / playback devices, and the possibility for mischief escalates. It is now possible to covertly snap pictures on a cell phone and publish them to the Web in a few keystrokes and without the knowledge or consent of the person photographed. 

Even as far back as 1999, the Attorney General submitted a report to Vice President Al Gore identifying Internet harassment as a growing problem for law enforcement (Beckerman & Nocero, 2003). Problems surrounding adolescent’s use of the Internet have recently exploded in the media. The news reported incidents of online stalking, sexual predators, violations of privacy, and cyber bullying. The popular web page MySpace, a website rising in popularity, has become the name associated with these problems; in truth, issues of adolescent cyber bullying also extend to wikis, blogs, text messaging, chat rooms, instant messaging, and web pages. Schools are hastening to keep current with trends in adolescent use of technology.

In response to a series of news reports on sexual predators and cyber bullying, my school district distributed flyers informing parents of these new dangers and reinforcing their role to monitor and speak with their children. Additionally Lucille Davy, acting Commissioner of Education, distributed a letter regarding Internet use and safety to parents of school-aged children of NJ. Davy warned, “We are finding on the state and national levels that certain kinds of computer use outside of school can have harmful effects on our children. Research is linking negative student behavior -such as cyber bullying, or contact with child predators, to social networking websites such as Myspace.com” (Davy, 2006). Despite the warnings, the parents still sought the advice of my district’s guidance counselor and administrators. 
This past year the Board of Education approved a policy regulating proper use of the school’s computers and Internet connection. This policy does not define how the school will respond to cyber bullying originating at home, especially when these actions disrupt the school learning-environment. Consider the policy outdated thanks to the Read Write Web. Looking at research on the prevalence of cyber bullying, schools will eventually be drawn into this tricky legal web.  

Problems & Prevalence

Despite ever-emerging technologies, the journals were consistent in their description of the behaviors that constitute cyber bullying. Bill Besley, an expert in the field, and creator of the Canadian website CyberBullying.ca, defines this term as such:

Cyber Bullying involves the use of information and communication technologies such as e-mail, cell phone and pager text messages, instant messaging (IM), defamatory personal polling Web sites, to support the deliberate, repeated, and hostile behavior by an individual or group, that is intended to harm others. (Besley, 2005)

Traditionally, male bullies often physically intimidate their victims, whereas female bullying is played out through relationship struggles. This also carries over to cyber bullying where males often make websites making threats whereas females use it as a tool for gossip and spreading rumors. The Internet has leveled the playing field; those without physical might or a strong social network can now strike back (Beckerman & Nocero, 2003). Bullies will often use fake e-mail addresses and screen names making their true identity. Thus the bullies feel they can avoid face-to-face confrontation and other consequences (Keith & Martin, 2005). Traditionally, the victim can run home to be protected whereas cyber bullying is committed through the personal computer in the household. Consider this new form of bullying can occur anytime around the clock, anywhere there is an Internet connection.  The effects can be devastating for the socially sensitive adolescent. 

The statistics regarding the adolescent use of the Internet and the widespread use of the Internet is alarming. More students are online now than ever before. Two thirds of kids in the U.S. have a personal computer (Sparling, 2004). Another study of adolescent Internet use reports that 91% of kids 12 to 15, and 99% of kids 16 to 18 are on the Web (Keith & Martin, 2005). I didn’t uncover any statistics covering the pre-adolescent subgroup, but I would suspect that more kids are going online and at earlier age. It is clear that most kids are online. Of this group, a large number are involved with cyber bullying as either the predators or victims. 

The results varied significantly from study to study. One poll conducted in 2000 reported 1 in 17 kids between the ages of 10 and 17 had been threatened or harassed while online (Sparling, 2004). More recent studies suggest that this number is on the rise. Another survey, conducted by i-Safe America in 2004 found that 57% had hurtful things said to them online, and 53% admitted to saying something mean or hurtful. About 35% were threatened, and 42% admitted to being bullied online. A staggering 58% did not tell their parents about being harassed (Keith & Martin, 2005). The most recent poll produced the most shocking results. Wiredsafety.org reported 75% to 80% of 12 to 14 year-olds have been cyber bullied, and 20% of kids under 18 sexually solicited (Fratt, 2006). 

The prevalence of online harassment is enough to raise alarms. Schools will be left to face the ugly aftermath as students drag their problems into the learning environment. This raises questions about the school’s role to monitor online behavior and respond to incident of cyber bullying, even if they occur outside the school.

Role of the School



The morality of this matter is crystal clear – cyber bullies should be reprimanded and face penalty of law. However, this is easier said than done. Bullies use fake Internet accounts to hide their true identity. In one case a police force came up empty handed after a four month investigation into a website listing “People We’re Gonna Wack” (Keith & Martin, 2005). Several court cases have ruled that Internet service providers, such as AOL or Earthlink, cannot be held responsible for how their service is used (Sparling, 2001). This can be frustrating for parents and students to fight back through legal recourse. Fortunately a Supreme Court ruling upholds the school’s authority to limit students’ right to freedom of speech when safety is compromised (Gillis,2006). In fact, schools can be held accountable to protect the students from sexual harassment in particular (Beckerman & Nocero, 2003). Schools are now being looked upon as the most strategic battleground to combat cyber bullying.

When incidents occur on the school premises the role of the schools is straightforward. Under CIPA, schools are required to have Internet safety policies and web filtering software in place. Policy should indicate that the computers, the server, and connection to the Internet are considered school property, and therefore fall under the rights and regulations of the school. Computers are placed in public areas, such as the classroom and library, and are intended for educational purposes; they are not to be used as a personal access system. Similar to policies regarding locker searches, student accounts can be searched given reasonable suspicion. For example, a staff member may search through web browser history or saved files as evidence (Willard, 2002). 

Can a school intervene when incidents occur on the home computer? That is the golden question. The journals were consistent in their recommendation – schools should respond to particular cases of cyber bullying when the learning environment is disrupted. Consequences for misuse of computers on school property can lead to the suspension or dismissal of student’s computer account in addition to other measures, such as detention or expulsion, depending on the severity of the infraction. Consequences come too late in the process; schools are favoring a more proactive approach to nip the problem in the bud.

Policy & Intervention


Schools should first begin by updating their computer policies to incorporate language to define cyber bullying and identify the role of the school to investigate and punish such behavior. Such a measure is meant to discourage potential offenders. The following sample provides a clear example of such a policy:   

Neither the school’s network nor the broader Internet (whether accessed on campus or off campus, either during or after school hours) may be used for the purpose of harassment. All forms of harassment in cyberspace, often called cyberbullying, are unacceptable. 

Cyberbullying includes, but is not limited to, the following misuses of technology: harassing, teasing, intimidating, threatening, or terrorizing another person by e-mail messages, instant messages, text messages, digital pictures or images, or Web site postings (including blogs). Often the author (sender or poster) of the inappropriate material is disguised (logged on) as someone else. 

Community members who feel that they have been the victims of such misuses of technology should not erase the offending material from the system. They should print a copy of the offending material from the system. They should print a copy of the material and immediately report the incident to a school official (the director of technology, the dean of students, or the director of the upper school). All reports of harassment in cyberspace will be investigated fully. Sections may include, but are not limited to, the loss of computer privileges, detention, suspension, separation, or expulsion from school. (Franek, 2006)


Policy is only the first step; schools should educate both students and parents alike. Tech savvy teachers should be encouraged to discuss the issue with their students. This should include the technology teacher, school librarian (or media specialist), as well as any other teacher in the know. The students need to become aware of cyber bullying, how to protect themselves, and gain insight and confidence that adults can help. It can be tricky to reach out to every parent, but a school can begin by utilizing the Parent Teacher Association (PTA), school website, Back to School Night, and parent / teacher conferences as means for communication. Parents need to know how to discuss these issues with their children, why computers should be position in a public place within the household, and how to monitor their children’s online activity.  Ultimately the district should form a link with the local police force’s cyber crimes unit to provide an assembly. The cyber crimes unit can also keep the school up-to-date on the latest statistics and laws. 

Schools can’t single-handedly wage the war on cyber bullying; we need to recruit others to this cause. This three-pronged approach of policy, education, and police should be our district’s battle strategy.
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